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Abstract. Software development is a process of gradually modifying
program behavior; thus, most programs are revisions of other programs.
Developers informally reason about a revision in terms of which behav-
iors are removed, added, or preserved. We formalize these notions by
providing a collecting semantics for program revisions, parameterized by
a user-specified state correspondence, which classifies reachable states as
“removed”, “added”, or “related”. Intuitively, reasoning about added and
removed states requires showing that some reachable state in one pro-
gram has no corresponding state in the other. Therefore, proving safety
properties over removed and added states requires an underapproxima-
tion of one program and an overapproximation of the other. Existing re-
lational Hoare-style program logics provide limited support for reasoning
about this class of properties. To address this gap, we present a system
for proving safety properties of “added”, “removed”, and “related” states
that combines over- and underapproximating program logics.

1 Introduction

During the software development process, programmers create pull requests
(PRs) to modify the behavior of a system. These PRs are subsequently reviewed
to determine whether the changes introduced to the code produce the intended
consequences. Often in these reviews, the semantics of the change are described
informally, and manual code review is used to check these informal semantics.
Here, static program analysis tools can be used to formally verify properties
of the revision. For these tools to be easily adopted, developers should be able
to specify assertions in a way similar to their informal notions of revision se-
mantics. One way to enable this is for these tools to prove properties about a
representation of the revision, instead of a single program or a pair of programs.
This requires a formal semantics for program revisions that captures developer
intuitions, which is the first problem we address. Then, we develop a system for
proving safety properties over our semantics, which serves as a foundation for
the static analysis of program revisions.
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2 Dakota Bryan and Bor-Yuh Evan Chang

During a PR, a revision may be described as adding a feature that has some
semantics and not removing any behavior. We consider a simple imperative
programming language (IMP) and represent program behavior with reachable
states. With these semantics, an example of the informal revision description
above is “in the updated program, the value of result can be 10 which wasn’t
possible in the old program”(semantics of a new feature), and “all values of
result that were possible in the old program are still possible in the new pro-
gram” (no removed behavior). For the rest of the paper, we use the term “new”
to refer to the updated program in the revision and its reachable states, and
“o0ld” to refer to the original program and its reachable states.

To design a proof system for these properties, or use an existing one, we
must first characterize them. They fall into a class of program properties that
generalizes refinement. Refinement asserts that all possible input-output state
pairs of one program are contained within those of another program. Even with
our reachable state semantics, we retain the input-output style reasoning since
final states contain all information from the input states. Thus, our “no removed
behavior” property is refinement for a projection of the state. It asserts that the
values of result in all reachable old states are contained within the possible
values of result in all new states. Our “added behavior” assertion cannot be
formulated as a refinement; instead, it is an assertion on all states of the new
program which do not satisfy a refinement property. Refinement focuses on what
doesn’t change between two versions of a program, but we argue that it is useful
to reason about what does change, as seen in our “added behavior” assertion.

The properties discussed above cannot be proven in systems that derive 2-
safety properties such as relational Hoare logic [3]. BiIKAT [I] provides a unified
algebraic framework for reasoning about relational properties like ours in terms
of simulation, and there is other work [2II5] on program logics for proving this
style of property. In these existing works, revision-specific properties such as
refinement are mentioned as applications of relational reasoning systems, but
few systems are designed specifically for revisions. Most of the few revision-
specific systems [ITTJT0/2] generate automatic reports about program differences
and equivalences. This does not leave space for developers to specify properties
about the revision or influence the analysis in any way. Thus, we seek to develop
a revision-specific proof system that leaves space for user insights and is expres-
sive enough to capture the class of properties outlined above, which go beyond
refinement and are relevant to revisions.

To this end, we provide a collecting semantics to enable reasoning about pro-
gram revisions that interprets a revision in terms of “removed”, “related”, and
“added” behavior (states). Our “no removed behavior” assertion would ensure
that the revision produces no “removed” states, and our “new feature” assertion
is a property of “added” states. An old program state is removed if it is not
related to any new program state, and the way the framework determines when
one state is related to another is user-specified, which we call the state correspon-
dence. Developers may also want to reason about behavior which the revision
did not change, which are “related” states in our framework. These are state
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pairs (one from the old program, and one from the new) that are related un-
der the state correspondence. In this collecting semantics and subsequent proof
system, refinement is expressible by reasoning about removed and added states,
and 2-safety is expressible by reasoning about related states. More properties are
expressible in this system, and they are all framed in terms of a mental model
for revisions which we believe many developers have.

To prove safety properties over the sets of removed, added, and related states
defined by our collecting semantics, both over- and underapproximations of
reachable states are required. In particular, reasoning about added states re-
quires underapproximating the old program’s reachable states, since an over-
approximation may introduce spurious states that are related to new states,
thereby shrinking the set of added states. To establish these approximations in
our proof system, we use Hoare logic [9] and incorrectness logic [I5].

Our main contributions can be summarized as follows:

— A collecting semantics for program revisions which categorizes reachable
states as “removed”, “related”, or “added” up to a user-defined state corre-
spondence.

— A sound proof system for deriving safety properties over our collecting se-
mantics.

— A mechanized development of our collecting semantics and proof system in
Lean.

2 DMotivating Example

In this section, we present a simple program revision to understand how natural
descriptions of revisions inform our collecting semantics and proof system.

if (x >= 0) if (x >=0)
sgn = 1 sgn = 1
else else
sgn = —1 sgn = —1
if (x = 0)
sgn = 0

Fig. 1. A revision to a sign calculation program that changes the sign of 0 from 1 to 0

Consider the two programs in figure [I] which together form a revision. For
the remainder of the paper, we will only discuss programs written in a simple
imperative language (IMP) with non deterministic assignment.

As we saw in the section developers can view a program revision in terms of
the behavior which it removed, added, and kept the same. For IMP programs, one
natural characterization of program behavior is the set of reachable states, so we
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will describe the semantic effect of a revision by characterizing reachable states
of the two programs as removed, related, or added. For this approach, we could
consider an old program state removed if it is not reachable by the new program.
In this case, o = x_ — 0,sgn_ +— 1 would be the only removed state, and
oy = x4 — 0,sgn, — 0 would be the only added state. This characterization
represents program behavior in terms of how input values are transformed to
output values, which is consistent with most previous work. However, a developer
may view the effect of the revision as adding the functionality that the sign of a
number can now be zero, in which case no behavior is removed. To accommodate
this, we could consider an old program state removed if some slice of the state
(only sgn_) is not reachable by the new program. Then, no states are removed,
and o4 = x4 — 0,sgn, — 0 is the only added state.

To allow for our collecting semantics to have this flexibility, we parameterized
it by a user-supplied relation that determines when an old state is “equivalent”,
or related to a new state, which is the state correspondence (definition [1f) and
variable correspondence (definition . For behavior that the revision did not
alter, we “pair up” a reachable old state with a reachable new state if they are
related to each other under the state correspondence. This represents preserved
behavior because the state correspondence represents equivalent behavior for
how the user views the semantics of the programs. Thus, the “related” set in our
collecting semantics will consist of state pairs, instead of individual states as in
the “removed” and “added” sets.

Given these collecting semantics (definition |§[)7 we provide a proof system for
deriving safety properties over reachable removed, related, and added states in
deﬁnition Using this, users can reason about other aspects of the state(s) that
led to, or result from, the particular state(s) being removed, added, or related.
For example, all added states described above will have x; = 0 and all related
state pairs will have x values with the same sign.

3 Collecting Semantics

A static analysis for program revisions should allow users to reason about the
change itself instead of the semantics of a single program or pair of programs.
In this section, we formulate a collecting semantics for program revisions which
serves as a foundation for analyses that treat revisions as the objects of study. We
only consider simple imperative programs where program behavior is represented
by reachable states.

We begin by presenting a grammar for the metavariables used in this section.

revision 7s:=s_ £ sy

statement s :=s_ | sy
set of state pairs Yo 1= X5,09 | ©
set of states Xy = X ,0q1 | o
state pair oy 1= (0_,04)

unary state oy i=o0_ | o4

state o
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For our underlying programming language IMP, we use the metavariable s to
represent a statement, o to represent a state, and X for a set of states. We write
s_=sy for a program revision where s_ is the “old” program and s is the “new”
program in the revision. States and set of states will usually be associated with
a program, so we follow the same convention where o_ is a state from program
s_ and XY_ is a set of o_ states. We will write 0., and o0,qq for added and
removed program states, respectively, and X, and X,qq for sets of those states.
When a state is non associated with a program, we write o1 to denote that it is
a single state. For a pair of states, which unless otherwise noted will be an old
state and a new state (0_, 0 ), we sometimes write oo and X5 for a set of them.
Otherwise, when a pair of states is a “related” pair, we write o.e and Xy1. Thus,
a set of single states and a set of state pairs can be disambiguated by noticing
that Y5 and X, are the only cases where X represents a set of pairs instead
of a set of states. For single states and state sets, one can tell what program it
came from via the subscript. To differentiate between metavariables of the same
type, we add a superscript prime, e.g. o’ .

3.1 Decomposing Reachable States via State Correspondence

As we saw in sections [1| and [2], one way to view a program revision is in terms
of the behavior it removed, added, and kept the same. Thus, our collecting
semantics will characterize reachable states of the “old” and “new” programs in
the revision as “removed”, “related”, or “added”. To form this decomposition, a
relation that determines if two states are related to one another is required, and it
should be user-specified to allow for various interpretations of the revision. This
relation, which we call the state correspondence, is a parameter to our collecting
semantics.

Definition 1 (State Correspondence). A state correspondence is a binary
relation states.

~621><21

Here, Xy is the set of all possible states. The state correspondence is not usually
reflexive since when it is used, one of the states will always be from an old state
set (X_) and the other will always be from a new state set (X1 ). We use infix
notation where the left side is always an old program state.

o_ ~ 04

Using the state correspondence, we now define what it means for a single
state to be removed from a set of states.

Definition 2 (Removed Relation). Given a state correspondence (~), we
define the removed relation .

forall o] € Y. o1 # o
o1 # X
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oo iff o ~ ' does not hold. o1 # X} holds whenever o1 is removed from X
up to ~.

For a new state to be added, it must be removed from the set of reachable
old states up to the state correspondence. Thus, we can use the judgment given
above to define when a state is added. Based on definition [2} oy % X_ would
place the new state on the left side of ~, which is not how we defined the state
correspondence. To avoid clutter, when we write o4 % X_, it is assumed that
o_ ot oy will be checked for all old states.

Definition 3 (Decomposition via State Correspondence). Given the set
of reachable states of an old program (X_) and a new program (X, ), and a state
correspondence (~), we define the removed, added, and related sets of states.

Ymi={o_eX_|o_£X,}
i ={(o_,04) e X_x X, |o_ ~0y}
Yoada ={or € Xy |op £ X}

Every reachable state for the new program (X ) is added iff it is not related to
any reachable old state (X'_) via the state correspondence. Thus, every reachable
state from both programs (X_ WX, ) will either be in X\, Xaqq, or one side of a
pair in X,¢1. Since pairs of states in X\ are the pairs in the product of reachable
states that are related under ~, one state could appear in multiple pairs in Y.

To understand the essence of the reachable state decomposition from defin-
tion (3] let’s take a simple property, o_(x) > o4 (x). This is a predicate on an
old state and new state, so it naturally defines a state correspondence: o_ ~ o
iff o_(x) > o4 (x). This state correspondence will generate a X\, of old states
whose value of x is less than or equal to every possible value of x in the new pro-
gram states since ¢ holds when o_(x) < 04(x). X,qq4 will contain states whose
value of x is greater than or equal to all possible values of x in reachable old
program states. All X, state pairs satisfy our state correspondence property.

This decomposition can be viewed as internalizing a property (the state cor-
respondence) into the removed, related, and added set of states framework. In
this way, it is a revision oriented abstraction of the cross product of reachable
states. The state correspondence is as a relation on two states, so our decom-
position can use any property that is about two reachable states to construct
this abstraction. These properties are fairly expressive; if our reachable state
sets are overapproximating, then these are 2-safety properties. One natural gen-
eralization is for the state correspondence to express properties about the two
programs using k states for each program. For example, non-interference is a
2-safety property for one program. If the state correspondence was a relation on
pairs of states from each program, we could express that o_,0" ~ o, 0, holds
iff both pairs satisfy non-interference. Then, if the revision removed all instances
violating non-interference, X',qq would be empty and X, would contain all old
state pairs that do not have the non-interference property.
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3.2 Revision-Specific Collecting Semantics

While generalizing the state correspondence is an interesting direction and useful
intuition for how the state correspondence properties get lifted into our revision
framework, we keep it as defined in definition [I} and further restrict it to the
simplest form that aligns with how revisions are understood. This restriction
allows only for the comparison of the values of variables via equality. This is
quite natural, since our state decomposition lifts equality to a state inclusion
check. For example, if we have o_ ~ oy iff 0_(x) = 04 (x), then o_ % ¥, will
hold iff o_(x) € X', (x) where X', (x) is the set of all possible values of x in X.
We provide an intuitive syntax for developers to express state correspondences of
this from, which, taking inspiration from [I6], we call the variable correspondence.

Definition 4 (Variable Correspondence).

ve = (7,7)

7 € Var* and Y € Var*

We can define the state correspondence induced by a variable correspondence.

ve=(Z,7) |Z|=|Y| forallic{l,....|Z|}. o1(Z:) =\ (Y:)

!/
01 ~yc 01

01(?1») is the value of the ith wvariable in variable sequence 7, in store oq.
We lift ~yc to % using definition[3 For the remainder of the paper, variable
correspondence can refer to either the syntactic object or the state correspondence
induced by the variable correspondence when the distinction is clear from context.

In order for ~,. to hold, the sequences must have the same length, and
the value sequence from o1’s variable sequence must match that of ¢/’s. State
correspondences of this form induce decompositions where states in X, and
X.d4 are such that they have a sequence of variable values that is not reachable
by the other program. This interpretation is distinct from [16] because they use
the variable correspondence to compare pairs of individual states and consider
specific regions of a single state as being removed or added.

We now turn our attention to using the variable correspondence in a revision-
specific collecting semantics. While the decomposition of definition[3|captures the
desired relational structure, a collecting semantics must also account for program
execution. This will provide a concrete semantic foundation that a program logic
with preconditions can be defined as an abstraction of. To achieve this, we use
the semantics of the underlying programming language that our programs (s)
are written in.

Definition 5 (IMP Collecting Semantics). Given an imperative program,
s, we represent its operational semantics as a relation on input states and output
states,

o1t sl o}
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holds whenever s executed with o1 can result in o). We lift these semantics to
sets.

1i={0)|o1€X and o1 F sl o1}
kst

Sometimes, we use the denotational semantics of IMP, which is defined as fol-
lows,

(o1,00) € [s] iff o1 b sl o}

In order for final states to have all information from pre states, we require
that a well-founded program must not modify a variable that was not defined in
the program.

Now, we can write a concrete collecting semantics for a revision, s_ + s,
and a variable correspondence, ve. For the rest of the paper, we only consider
restricted state correspondences that are induced by variable correspondences.

Definition 6 (Collecting Semantics). Parameterized by a ve.

NN AR SN VNS 3 5
Yl i ={(o_,04) € X x X\ | 0_ ~ye o4}
Erm::{O'_EZ/_|U_;£UCEQ_} Eadd::{g-&-ezg_‘(ﬁr;ﬁvczl_}
2 X b s £ 54 Jue Zimy Lrel, Yadd

We now demonstrate the expressivity of these collecting semantics by encod-
ing two often-sought properties of revisions: refinement and 2-safety.

Ezample 1 (Refinement). Refinement properties can be expressed in our collect-
ing semantics (definition @ as follows.

T,T }_ S_ jZS+ ~ch 777,0

Here T represents the set of all possible states, and __indicates that those state(s)
sets are arbitrary, i.e. they are inconsequential for the refinement property.

Our framework naturally expresses refinement as, “nothing was added”. If a
program has an input variable, in, and an output variable, out, we can use the
variable correspondence, vc := ((in,out), (in, out)), to express when the new
version of the program refines the old with the formulation in example [I} Notice
that keeping the collecting semantics relation the same but altering the variable
correspondence expresses refinement for only certain projections of the state that
a developer may care about. In section [d] we present a proof system for deriving
safety properties over the collecting semantics, in which case refinement can be
shown with a L assertion on added states. If we change X',qq to something other
than (), we are expressing properties about the states which are “left out of the
refinement”, or are added. Then, in our overapproximating proof system, one
can specify safety properties over these added states.
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Ezample 2 (Relational Reasoning). Purely relational properties can be expressed
in our collecting semantics as follows.

ve = () T,T '_ s_+ S+ ‘U’UC . Erelvf

In the example above, any two states will be related since the variable cor-
respondence is empty, so Xie will contain all reachable state pairs (X7 x X7.).
Thus, a 2-safety property can be proven by ensuring that it holds over X,
which is still sound if X, is overapproximated as in our proof system. This
allows a relational Hoare logic triple with precondition ¢5 and postcondition ¢}
to be expressed in our system by asserting that ¢o = ¢ holds over X, with
an empty vc.

4 Proving Revision Safety Properties

In this section, we consider the problem of proving safety properties over our
collecting semantics. We show that our formulation of the collecting semantics
yields safety properties over X\, and X,4q that are not expressible in existing
relational program logics. Then, we present our proof system for soundly deriv-
ing safety properties over our collecting semantics which relies on valid Hoare
and incorrectness logic triples to establish over and underapproximations of the
reachable states.

We begin with a grammar for an assertion language so users can write asser-
tions over states and state pairs.

state predicates p =T | L | b A¢' | oV ¢ |
p=¢" | mp|Vz. o3z ¢
boolean expressions b
expressions e
variables x

Boolean expressions and expressions are as defined for the underlying pro-
gramming language, IMP. Any lowercase greek letter except o can be used for a
state predicate. Similar to states, we subscript predicates with — for predicates
over old program (s_) states. A generic single store predicate is ¢, and we write
9 for a predicate over a state pair (0_,0). Variables are subscripted with —
or + to denote which state these variables should be looked up in. ¢ must only
contain variables subscripted with — to be well-founded. ¢, and @,qq is used
for predicates on removed and added states, respectively. ¢, is used to denote
a predicate on related state pairs (0_,04).

We write, o1 | 1 and o2 = ¢ to denote that a state or pair of states models
a state(s) predicate. These are defined in the standard way, where we look up
variables that appear free in 7 in the state o1, then rely on the semantics of
boolean and logical connectives. Quantification in our assertion language is over
the domain of the values in our programming language, which is the codomain
of our states.
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4.1 Safety Properties of the Collecting Semantics

We must taxonomize the safety properties over our collecting semantics in order
to see if existing program logics can be used to derive them. First, let’s consider
related states, where (. is a binary state predicate that we want to prove as a
safety property over the states in X.;. We must also have state predicates for our
initial states, which we call p_ and ¢ . Since ¢, is a safety property, our proof
theory must be sound with respect to weakening it, which means if ¢/ | is proven
to be a safety property over X and ¢, = ¢rel, then ¢q is a safety property
over X.o. This is the same ensuring that for any postcondition that are proof
theory could prove, @, the set of states that satisfy it, X5, overapproximates the
concrete set of reachable states in our collecting semantics, X C Xo. Notice
that this is precisely the semantics of relational Hoare logic, so we can use that
to prove our related states safety properties.

Now, to see the features of a safety property over Y., or X,qq, consider the
following formula which always holds if ¢, is a safety property of X\.,.

forall o_,04,0_. (6_,0") € [s_] and o_ |= p— and o4 = o4 and

(forall o',. (o4,0",) € [s4] implies o’ Ay o) implies o' = prm

The formula is obtained by “unrolling” X, from definition [6] and using
denotation semantics instead of collecting semantics for IMP. Notice that the
guard to determine when an old state is checked with ¢, is a global condition
over all reachable new states, instead of a predicate on a single state or pair of
states. This is distinct from, to the best of our knowledge, all existing relational
Hoare-style logics that reason about two separate programs. Instead, in these
logics, pre- and postconditions are evaluated on individual matched execution
pairs that can only be obtained by various quantification structures over states
to consider. In our validity definition above, we cannot determine when to check
o_ | ¢rm by only filtering with state(s) predicates and reachability, which is
required for the property to be expressible in these existing logics. It should be
noted that in classical, but not intuitionistic, logic we can rewrite our validity
definition to fit this structure with quantifiers only at the outermost scope. We
would universally quantify over old program states, exesitentially quantify over
new program states, then assert o_ ~,, o4 or o_ |: ©rm on matched executions.
Despite this potential rewrite, we decide to continue with the natural formulation
of our removed property since the few program logics that support these V3
properties either support a limited form of nondeterminism [5] or do not have
verification condition generators [IJ.

4.2 Proof System for Revision Safety Properties

Here, we develop a proof system for deriving safety properties of our collectings
semantics given a variable correspondence and a revision. We specify this a triple,
which we call a dassert triple (d for differential).
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Definition 7 (Validity). Validity of an overapprozimate dassert triple.

Foc {0, ¢+ s— £ 54 {Prm), brel; Paaa} iff

c_€X,iff oo E¢_and oy € X} iff o4 E &y and

Y X FsoEsy Jue Yim, el Zadd implies
forall oym € Xim. Orm E Grm and forall caq4 € Xadd- Tadd E Padd and
forall ore € Xrel. Orel F Grel

This definition is in terms of our collecting semantics from definition [6} It
builds the sets of pre states, then runs them through our collecting semantics,
and finally asserts that our safety postconditions hold over all post states from
our collecting semantics.

Our strategy for developing a proof system that derives valid dassert triples
is to combine the postconditions from Hoare and incorrectness logic triples to
form predicates that overapproximate Xy, Xe, and X,qq4. This strategy does
not take advantage of the structure of our collecting semantics (i.e. validity
definition), and thus should scale to proving arbitrary properties over the sets
of reachable states, which we leave as future work. Let’s first consider deriving a
predicate that overapproximates 3, which will also demonstrate the approach
for Eadd~

If we have a predicate that represents reachable new program states, then we
can define when any old state would be removed from those new program states
for a variable correspondence, apart from reachable old states. If all of those old
states model some ¢_, then ¢_ is a predicate that overapproximates all possible
removed states. This can be seen as a direct translation of our removed relation
from definition [2] to predicates instead of concrete state sets.

Definition 8 (Removed Relation Predicate). We define the judgment
vy B o that holds when ¢_ is an overapproximation of all removed states
for a predicate for added states, ¥, .

Yy Foe o iff
forall o_. (forall o4. o4 = 14 implies o_ oy o4) implies o_ = p_

U1 = o1 holds if every state satisfying @1 has no vc-related state satisfying
1. Py 1is “removed model” for @1 because the set of states that model v would
force any state modeling o1 to be removed under the variable correspondence.

Given ¢, EI™ _, for ¢_ to overapproximate all removed states with respect
to some concrete reachable new states X, ¢4 must underapproximate 3. To
see this, suppose instead that 1, overapproximates Y. Then there may exist
a new state, o, such that o | ¥4 but o4 ¢ X, If there is some old state,
o_, such that o_ ~,. o4 but o_ o, o, forall o/, € ¥, then o_ would
need not model ¢_ even though it is a removed state for X,. This means p_
getting stronger when we weaken 14, which has the effect of underapproximating
Ym if X4 is overapproximated. Thus, if instead 4 underapproximates X
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(forall o4. oy E ¥4 implies o € X1), then p_ will always overapproximate
Xim-

The removed relation predicate from definition [§] quantifies over all possible
states, which is not possible in our assertion language. So, we need a way to
derive this judgment in our assertion language. To do this, we also require a
binary state predicate that holds whenever the variable correspondence does not
hold, which we define below, along with a predicate that holds whenever the
variable correspondence does hold.

Definition 9 (Variable Correspondence Predicate).

Eve o iff forall o_,04. 0_ ~ye oy iff (0_,04) | m2
Eove o iff forall o_,04. 0_ ye o4 iff (0—,04) E ™2

We now provide a way to derive valid variable correspondence predicates.

VC-RELATED

= (,7) [7]=T=n
7T2:70= O/\~~~?i=7i/\'~?n=7n

FUc Uy
NoTt VC-RELATED
ve = (?, 7) |?| = |7| =n NoT VC-RELATED LENGTH
WQZ?O .’=70/\...?i !=7i/\-~-7n !=7n ’UC:(?,g) |?|7é|7|
Fﬁvc T2 Fﬁvc T

Where = and != are the boolean connectives for equality and disequality in our
assertion language, respectively.

Theorem 1 (Derived Variable Correspondence Predicates are Sound).
The proof rules we gave for deriving variable correspondence predicates are sound.

Foe mo tmplies =y T2 and by mo implies =y T

The proof of theorem [I| can be understood by realizing t-,,. is a direct trans-
lation of the variable correspondence from definition [ to our assertion language.

Now, we can define a proof rule for deriving removed relation predicate judg-
ments, as defined in

Definition 10 (Derivability of Removed Relation Predicates).

ve = (75 7) P- = v7 U f“(¢+) ¢+ = Tg l_ﬁvc T2
Yy e o

Here, V? U fo(yy) universally quantifies over all new variables in ve and all
variables that appear free in 4.
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In this rule, the universal quantification has the effect of removing the de-
pendence on new program variables from the state(s) predicates in scope. Thus,
it can be viewed as transforming 1, from a state predicate to proposition that
represents all states which 1, held on. This quantification trick also removes
the dependence on new state from 7o, transforming it to a predicate on only old
states. Therefore, ¢_ is a predicate only on old states, as desired. We can see
that ¢_ represents all possible removed states since any old state that models it
will not be related by the variable correspondence to any new state that mod-
els 4. For example, consider v := x4y > 10, vc := (x—, x4 ). Then, we have
Y_ = Vxi. x4 > 10 = (x4 '= x4), which will holds precisely when x; is less
than or equal to 10, which correctly characterizes all removed states.

Theorem 2 (Derived Removed Predicates are Sound). Our proof rule
for deriving removed relation predicates from definition [0 is sound with respect
to the removed relation predicate judgment defined in[8

Once again, the proof of this theorem can be understood by realizing F}% is
a translation of =™ to our assertion language.
Now, we can use F;™ to derive safety properties over the removed set of states
for some sets of reachable old and new states X', Y. If we have an old state
predicate that is an overapproximation of all reachable old states (X'_), and
another predicate that is an overapproximation of all possible removed states

for Xy, then their conjunction will be an overapproximation of X,,.

Theorem 3 (Derivability of Removed State Safety Properties). Given
Ymi={o_e€X_|o_#£ X}, forany ¥_, X, p_,¢4, and 0_ we have,

(forall o_. o_ € X_ implies o_ = ¢_) and
(forall o4. o4 = 4 implies o4 € X)) and Y4 Fot O_ implies
forall 0. o' € Xy implies o' E0_Np_

The proof of this theorem directly follows from theorem [2| and the semantics
of conjunction, since any o’ such that ¢’ = 0_ A ¢_ must be both reachable
and removed.

Now that we have shown how to derive a safety property over the removed
states, we turn our attention to deriving a safety property for related states. We

follow the same approach, but now all predicates can be overapproximations of
reachable states since a safety property of X, is a 2-safety property.

Definition 11 (Related Predicate).

P—) P+ ':;ecl (brcl Zﬁ
Vo_,o04. (0 FEp_ and o4 = oy and o_ ~ye 04) implies (0-,04) = Prel

¢rc1 = P A\ Y+ N T2 Fﬂc ™2
Y-y P+ '_;ecl ¢rel
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In definition we follow a similar strategy as we have discussed for re-
moved states. If ¢o_, ¢, F¢! ¢, then any pair of states that models ¢, must

ve
be related by the variable correspondence and model ¢_ and ¢, respectively.

Then, if p_ and ¢, overapproximates reachable old and new states, ¢, must
overapproximate related states.

Theorem 4 (Related Predicate is Sound). If p_ is an overapprozimation
of X_, ¢4 is an overapprozimation of Xy, and p_, o4 F' ¢ra, then ¢ is an
overapproximation of Xy induced by ~ye, X, and X4.

Using definitions and one for 244 that is the same as F7 but for
added states, we can define how to derive a dassert triple.

Definition 12 (A Proof System for Dassert Triples).
Flo-} s {e-} F {¢+}15+ {or}  Flo-ls— [-] Flog] sy [v4]
P— P+ '_i;i ¢rcl {ler '_SJT - VJJ— '_gzrél 0+
}_vc {d)—a ¢+} TR S+ {9— N, ¢rel7 0+ A <P+}

We also provide a rule of consequence.
}Tvc {d)—a d)—i-} 3/— + S+ {¢1lrm7 fb;elv (b'ladd}
¢rm = ¢rm (ybrel = Qbrel ¢add = ¢add

}_’UC {¢77 ¢+} s_+ Sy {¢rm7 ¢relv ¢add}

The only aspects of this proof rule that we have not discussed are the incor-
rectness and Hoare logic triples. Throughout this section, we have referenced that
we require overapproximations and underapproximations of the reachable states.
If [¢_] s— [1_] is a derivable incorrectness logic triple, it follow from the sound-
ness of incorrectness logic that ¥_ overapproximates the set of states reachable
from the set of states satisfying ¢_. More precisely, if X'_ is the set of states satis-
fying ¢_, and ¥_ F s {10 X7 | then forall o’ . o' |=_ implies o’ € X' . This
is what we require for underapproximations, and the same holds for derivable
Hoare logic triples and overapproximations. Something to note for the conse-
quence rule is that we cannot weaken or strength the preconditions, since they
are serving as preconditions in both Hoare logic triples and incorrectness logic
triples.

Theorem 5 (Dassert Proof System is Sound). The rules we presented for
deriving dassert triples in definition 18 sound with respect to the validity of
overapprozimate dassert triples defined in[7

l_'uc {¢7a¢+} S— i8+ {(brmad)relv(badd} Zﬁ
):uc {¢7;¢+} s_ =+ S+ {¢rma¢relv¢add}

Theorem [5| follows from the soundness of Hoare logic and incorrectness logic,
along with theorems[3]and [d] This proof system is not relatively complete. Show-
ing this would require that any valid related state safety assertion, ¢.e, can be
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formulated with our related predicate derivation, ¢_, ¢4 F ¢. This means
the binary state predicate ¢, must be expressible as the conjunction of two
single state predicates and the variable correspondence predicate, which is not
always possible in our assertion language. We believe an extension to this system
with a relational precondition could be formulated to allow for relative complete-
ness, but we leave this as future work.

5 Implementation

We mechanized our collecting semantics from definition [6] and the proof system
from definition [12]in the Lean proof assistant [13]. One major difference between
our Lean formalism and the formalism in this paper is we did not define an as-
sertion language in Lean. Instead, we used Lean itself as the assertion language,
which means assertions are functions on states, and we can quantify over all pos-
sible states within them. This simplified our proofs since we did not need to prove
our assertion language constructs were sound with respect to their denotations
which are theorems [If and [2| In our mechanization, we proved the soundness of
our proof system, which is theorem [5| with a more expressive assertion language.

6 Related Works

Our work to establish a revision-specific collecting semantics and proof system is
inspired by a line of work that can broadly characterized as “semantic program
differencing”. These works use symbolic execution [I8], game semantics [14], ab-
stract interpretation [T6/17], bounded model checking [6], and other techniques
[I2TTI27] to prove specific properties about program differences and equiva-
lences. The properties these works establish include equivalence checking [§],
regression verification [6], and refinement [I9]. We instead focused on providing
a framework that is expressible enough to specify a variety of these properties
in an intuitive manor.

Some existing program logics [TJ521] can establish relational program prop-
erties that require an overapproximation of one program and an underapprox-
imation of the other, but not arbitrary relational program properties. Hyper
Hoare logic [20] is expressive enough to reason about arbitrary properties on
sets of states, but only for one program (i.e. it is not relational). The techniques
used in our proof theory are similar to, and inspired by, [4] and [20].
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